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The cooperation between 

Azerbaijan and Estonia  

in Asan İmza /Mobile ID 

implementation with  

SK, Cybernetica, EMT  

and other partners 



Why we need e- or m-Government in  

Azerbaijan? 

 “One of the reasons that we introduced e-government is to 

boost the fight against bribery and corruption. “ 

Ilham Aliyev,  

President of the Republic of Azerbaijan 

(closing speech to a cabinet meeting) 

 

     The President of Azerbaijan signs the 

Mobile-ID (Asan Imza) certificate  
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Moving from e-Gov to m-Gov 
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Goal of setting up PKI infrastructure in  

Azerbaijan 

 Provide citizens, governmental officials and 

entrepreneurs with Digital-ID for authentication 

and digital signature 
 Mobile-ID for casual users 

 Digital ID-card for heavy users 

 



Stakeholders 

 Certification Authority (ASXM) 

 Mobile-ID Service Provider (B.EST Solutions) 

 Mobile Operators (Azercell, Azerfon, Bakcell) 

 End-users 

 End-user Service providers 
 e-Government 

 Banks 

 … 

 

 



Asan Imza – unified authentication  
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MIA 

MJ 

MT 

SCPI 

SSPF 

Banks 

other organisations 

Databases 

 Registration Centers  
 
 
 
 
 
 
 

The 
 Taxpayers’  

Service  
Center 

Mobil ID Center  MT- ASXM 

Interconnection scheme 



Technical Solution 



Implementation 

 Components of the complete system 
 Existing components of the Estonian PKI (customized) 

 End-user software (SK, Finestmedia) 

 Smartcard drivers (SK) 

 COTS components 
 Certification Authority software (EJBCA) 

 OTA platform (Gemalto) 

 SIM application (EMT + Gemalto) 

 Smartcards (Trüb) 

 Custom components 
 Smartcard production system (Cybernetica) 

 Mobile-ID services (Cybernetica) 
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Prerequisites for implementation 

 Organization for Certification Authority 
 In Azerbaijan - Ministry of Taxes 

 Strong organization, good IT capabilities, good client 

management 

 Has a need for authentication and digital signature – 

first client for the system 

 

 Mobile Network Operator 
 In Azerbaijan – Azercell, Azerfon,  

 Bakcell 

 Minimal investments are needed –  

 new type of SIM cards, small  

 changes in business processes 
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Implementation 

 Can be done in 6 months 

 Challenges are not technical 

 Finding suitable business model 

 Implementing additional security measures 

 Implementing organizational changes 



asxm.e-taxes.gov.az 

Asan Certification Authority (CA), 

the Ministry of Taxes of Azerbaijan 
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Automated Tax Information System- AVIS   

e-services statistics 

Registration of 
electronic declaration 

31% 

Registration of 
electronic tax invoice 

40% 

VAT, electronic 
payments and tax 

return through a single 
deposit account  

11% 

Simplified online  
registration  of  tax 

declaration  9% 

The total usage of e-services in 2012 was 17 339 262 
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Internet Tax Office Mobile Tax Office 
 

E-services portal of Ministry of Taxes  
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Mobile Tax Office login 
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PIN 1 
authentication  

Login page Login process Mobile e-service 
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Payment of taxes and dues 

16 

PIN 2 
e-Signing  

Payment Order Signing  
 

APUS 
the State System  
of Utility accounting and Payment 
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ASXM web page  

www.asxm.e-taxes.gov.az 
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In the new system the Director could assign to any employee with e-Sign appropriate authority. 

Director 

Employee 1  

(Chief Accountant) 

Employee 2 

(Accountant) 

Employee 3 

(Accountant’ assistant) 

 Sending of e-

Declaration 

 Payments  from VAT 

deposit account 

 System of online  

clerical work 

 Sending of EVHF 

 Information search 

e-services 

New system eliminates limit in the number  

of users working at the same time 
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Other mobile services 
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• Personal account view; 

• Online clerical system services:  

 Online registration of physical persons,  

 Rapid registration of the legal entity,  

 VAT registration, etc. 

• More than 50 e-services in Ministry of Taxes  
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Personal Identification Number 

Ministry of Taxes 

New ID Card (2015) 

Ministry of Internal Affairs 

Digi ID card and new ID card 

Digi ID  
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Registration documents: 

• Application 

• Protocol 

• Charter 

The process of online 

registration of the legal 

entity will be reduced 

from 30 minutes  

to 1 minutes, rapid 

registration of the legal 

entity up to 30 seconds 

Online registration of legal entities  

(new system) 
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The Founder 1 The Founder 2 The Founder 3 
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Asan İmza (Mobile İD) 



Azerbaijan Asan Imza in 2013 

 On the market since July 2013 as the first SIM based 

digital identity in Azerbaijan 

 Asan Imza SIM is issued firstly by MNO Azercell 

(TeliaSonera), after Bakcell and Azerfon joined 

 Our digital signing software supports not only Mobile 

ID but also ID card 

 During 2 months have been issued more than 20 000 

Mobile ID certificates and more than 600 000 

transactions 

 There are over 400 000 tax-payers in Azerbaijan 
 Over 90% of declarations submitted by taxpayers to the 

Ministry of Taxes is sent in electronic format 



Available e-services using Asan Imza 

 Ministry of Taxes more than 50 e-services incl.: 
 e-invoice system 
 e-deposit system 
 state registration of commercial entities online 

(legal and physical incl. automated registration 
service) 

 State www.e-gov.az portal more about 500 e-
services (launch on Nov) 

 Payment portal www.hesab.az (launch on Nov) 
 First IPO in Azerbaijan, buying stocks with Asan Imza 
 Central Bank and Banks (launch on Nov) 

http://www.e-gov.az/
http://www.e-gov.az/
http://www.e-gov.az/
http://www.hesab.az/


Asan İmza - SIM-based digital signature 

• Asan İmza uses SIM cards that are evaluated at the EAL5 level: higher than 
required by international standards. 

• Most secure, surpassing the required EAL4+ level and going as high as EAL5 

• Signing keys are stored in the secure SIM card that is installed into phone 

• The keys are protected using the separate PIN codes and user has total 
control over the keys 

• Can be used for the governmental communication 

• Can be used with all phones: both simple ones and smartphones 

• The positive feedback from end-users, fast authentication and signing process, 
going over to ECC (Elliptic Curves Cryptography) in the beginning of 2014 

 



PC, tablet PC, Smatphones Specific SIM card for Asan İmza 

(backside) 

X 
Card reader ID card 

X 
Driver 

X 

Specific SIM card for Asan İmza 

(front) 

After activation of the certificate service could be used on any computer or 

mobile device with Internet connection. No card reader, no ID card, no 

special software required. 

Benefits of Asan Imza 
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M-Banking with Asan İmza 

Mobile ID (Asan Imza) will make significant influence in Internet/Mobile  

banking development in Azerbaijan. Going to implement unified 

standard for banks integration with Asan Imza. 
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Money transfers via Mobile bank systems 
NFC payments with Mobile ID 

Account №1 Account №2 
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AsanDoc software family 

AsanDoc – for document signing (mobile devices)  

AsanClient – for document signing (PC only) 
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* AsanDoc supports Azerbaijani, English and Russian languages  
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AsanClient 

AsanClient supports the 

following OS on PC: 

 Windows  

 Unix 

 MacOS  
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AsanDoc 

Mobile devices: 

 Android 

 iOS 

iOS Android 
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Compliance of the new system with European standards gives the 

opportunity for mutual recognition of electronic signatures between 

Azerbaijan and Estonia (the European Union generally) in the future. 

And this will enable establishment of joint ventures and contracts 

signing via Internet. 

First pilot with SK and Signwise.  

Compliance with European standards 
Digital integration with Estonia 
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Partners of the project in Azerbaijan 

 The active participation of Ministry of Taxes, Ministry of 

Communication and Information Technologies and State Agency 

for Public Service and Social Innovations in the project of Asan 

İmza – the successful example of the Private and Public 

Partnership in building m-Government and stimulating non-cash 

payments in Azerbaijan  



Partners in Estonia 

 In the current project were involved different Estonian companies 



Asan İmza – Happy to share 
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Story of the ASXM sign 
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Thank You! 
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http://www.youtube.com/watc
h?v=AWE56ufvDxQ 

http://www.youtube.com/watch?v=AWE56ufvDxQ
http://www.youtube.com/watch?v=AWE56ufvDxQ
http://www.youtube.com/watch?v=AWE56ufvDxQ

